Risk & Opportunity

This procedure is the property of Your Company. It must not be reproduced in whole or in part or otherwise disclosed
without prior written consent.

The official controlled copy of this procedure is the digitally signed PDF document held within our network server and
visible to all authorised users. All printed copies, and all electronic copies and versions, except the ones described
above, are considered uncontrolled copies which should be used for reference only.




Risk & Opportunity

Insert your company’s name or logo.

Contents
1 Procedure 3
1.1  Introduction & Purpose 3
1.1.1 Process Overview 3
1.1.2 References 3
1.1.3 Terms & Definitions 3
1.2  Application & Scope 4
1.3  Roles, Responsibilities & Authorities 4
1.3.1 Roles & Responsibilities 4
1.3.1.1  Top Management 4
1.3.1.2 EMS Manager 4
1.3.1.3 Line Managers & Supervisors 5
1.4 Risk Management Process 5
1.4.1 General 5
14.2 Identification 6
1.4.3 Assessment & Prioritization 7
1.4.3.1 Risk Assessment 7
1.4.3.2 Risk Criteria 8
1.4.3.3 Risk Evaluation 9
14.34 Risk Treatment 10
1.4.4 Risk Appetite 10
1.4.5 Reviewing & Reporting 11
1.4.6 Monitoring 11
1.4.7 Escalation 11
1.5 Opportunity Management Process 12
1.5.1 General 12
15.2 Opportunities for Improving Operations 12
1.5.3 Market Opportunities 13
1.6 Training 13
1.7 Communication 13
1.8 Documentation 14

Document Ref. Page 2 of 14



Risk & Opportunity

Insert your company’s name or logo.

1 Procedure
1.1 Infroduction & Purpose

The purpose of this procedure is to outline your organization’s risk and opportunity management framework
and the activities within. The risk and opportunity management framework defines our current risk
management process, which includes the definition of risk criteria, the identification, assessment, evaluation
prioritization and communication of actions to mitigate risks or to leverage opportunities.

The process overview (turtle diagram) provides internal and external auditors, process owners, and participants
an overview of the elements that are required by the risk and opportunity management process:

With what With who

e Line/Dept Managers
e EMS Manager
e Top management

e EMS requirements
e Customer Requirements
¢ Organizational context

Input

Activity

Output

e Customer requirements

e Compliance obligations

e Areas of concern

¢ Organization context

¢ Needs and expectation of
interested parties

e Emergency preparedness

e Internal and external issues

How

Determination of risks and
opportunities relating to our
organizational context and
the relevant needs and
expectations of interested
parties, including those that
impact upon our
environmental management
system’s ability to achieve its
intended results

e Process improvement

e EMS improvement

e Conforming processes

e Risk controls

e Enhanced desirable effects
e Integrated actions

e Residual risk evaluation

o New practices

e SWOT/PESTLE analysis
e Risk ownership

e Risk evaluation (5 x 5 matrix)
¢ Risk & Opportunity Register

With what measure

¢ Mitigation success levels
e Time to implement

e Residual risk scores

e Risk age/risk growth

Standard Title Description

BS EN ISO 14001:2015 Environmental management systems Requirements

BS EN ISO 14004:2016 Environmental management systems Guidelines for implementation
BS EN ISO 19011:2018 Auditing management systems Guidelines for auditing

Term Definition

Likelihood The chance of something happening

Consequence The outcome of an event having a negative effect on objectives

Risk An undesirable situation likely to occur, with a potentially negative consequence
Opportunity Opportunities are identified as positive effects of risk

Risk Assessment The overall process of risk identification, risk analysis, and risk evaluation
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The needs and expectations of workers and interested parties are initially captured and analyzed using the

Context & Interested Parties Analysis matrix. Issues arising are escalated to the Risk & Opportunity Register for
further analysis, evaluation and mitigation.

Determine issues Identify existing controls
L y
External and Identify and Determine the sl fhe Identify and assess
internal issues | | caPture ISSL{ES N Iejvellof risk risks and options. Implement
@.1) using the Risk (Likelihood x opportunities, mitigation measures
& Opportunity Consequence = and prioritize to treat the risks
Requirements Register Level of Risk) by risk level
of relevant
interested
parties (4.2) Analyze and
evaluate the
Monitor and report the effectiveness of risk controls to stakeholders residual risk

Risk and opportunity identification is a critical activity at both a strategic and operational level. It needs to
include all significant sources of risk, including those beyond our organization’s control. If a risk, threat, or
opportunity is not identified, there can be no strategy to address it. Additional risk sources may be identified
throughout the operational cycle. Listed below are some typical examples of risk sources:

1. Requirements (i.e., unclear operational needs, attributes, constraints, technology, or design
processes; change frequency, etc.);
Technical Baseline (infeasible or incomplete design);
Schedule (unrealistic schedule estimates and/or allocation, concurrency);
Manpower (inadequate staffing and/or skills);
Cost/Budget (uncertainty of estimates, funding issues);

S T

External Factors (facilities, infrastructure, subject matter expertise, etc.).

Using the information gained from the context, particularly as categorized by the SWOT and PESTLE
frameworks, the next step is to identify the risks that are likely to affect the achievement of the goals of the
organization, activity or initiative.

The objective of this step is not to create an onerous and lengthy list of all possible risks but to identify all

significant risks that could impact our organization. Risks and opportunities are identified through the use of:

Workshops and focus groups, using brainstorming approaches;

2. SWOT Analysis Template to identify and analyze strengths, weaknesses, opportunities, and threats
relating to internal issues;

3. PESTLE Analysis Template to identify and analyze external context issues from local, regional,
national, and international perspectives relating to external issues;

4. Context & Interested Parties Analysis matrix to identify and list the needs and expectations of any
relevant interested parties and the risks or opportunities arising;

5. Interviews with respective management by the Risk Administrator;
6. The intranet as a means of reporting incidents or risks for consideration.

The aim is to generate a comprehensive list of sources of possible risks and future events that could impact
the objectives of delivering quality product to our customers on schedule, and on budget. Your organization
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Risk assessments are undertaken to provide an improved understanding of the risk profile and derive a more
detailed understanding of certain cost and time risks. Forecast probability, cost, and time data are assessed for
each risk based on the causes and effects described, considering the existing controls and active responses.

Probability or likelihood estimations are established giving due consideration to the effectiveness of existing
control measures. The consequence evaluation criteria define the consequence criteria, assessed against
potential financial loss, reputation impact, health and safety, legal and regulatory compliance, and
management time and effort.

1.4.3.2 Risk Criteria

The Risk & Opportunity Register identifies and records the risks facing different areas of business. Identifying

risk is a critical step in managing it and the risk and opportunity register allows our organization to assess the
risk in context with our overall strategy and help record the controls and treatments of those risks.

Risk criteria are defined in terms of the following two elements; the Likelihood of an event (root-cause)
occurring, and the Consequence of that event (root-cause) occurring.

Each risk is evaluated and scored in accordance with the defined risk parameters identified below. The goal is
to identify the highest-priority risks and focus risk handling resources on them as the risk management
program evolves over time. As risk handling steps are put into place, risk parameters may change over time
and therefore frequent adjustments may be required.

Likelihood Criteria

Likelihood is the current estimate of probability that the risk will occur over the impact time frame. It is
measured in percent and is based on professional judgment or historical data. The likelihood value will likely
change over time as the risk is actively managed.

The likelihood element is determined using the criteria specified in the following criteria, and assigned a score
number 1 to 5. The level is determined by evaluating all available information, both current and historical, or
by estimating the probability of occurrence using experience and judgment as a guide.

Score | Likelihood Percentage Probability Judgement
1 <0.1% 1in 1,000 Not likely
2 Minor 1% 1in 100 Low Likelihood
3 Medium 1-49% 1in2 Quite likely
4 High 50-94% 0.75in 1 Highly likely than not
5 >95% 1in1 Almost certain

Consequence Criteria

The consequence element is determined using the criteria specified in the following criteria, and assigned a
score number with the risk register. Consequence is an undesirable event or impact which would negatively
affect the environmental management system should the risk materialize. Consequence is a subjective ranking

made using past experience, historical data or comparison to other systems.

Score

Impact

Health & Safety

Environment

Quality

Non-reportable
accident or injury

No measurable
environmental impact or
harm. No corrective action
required

Non-compliance with standard or
procedure that can be managed. Requires
minor rework to bring into full conformity
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